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LUudhbbp Ha Vernam (1917)

most important in the history of cryptography”

Gilbert Vernam [AT&T] (XOR nateHT USA)

CbobOlweHume: nocrnenoBaTenHoct ot 0 n 1
M =011001100111001010001000100010

Kntou: cnyyanHa nocnegosatenHoct ot 0 n 1
K =101101100101001010010101001011

KoaunpaHo cbobuweHune: C; = M; @ K; mod 2
C =110100000010000000011101101001

OekoaupaHo cvobuweHue: D; = C; @ K; mod 2
D =011001100111001010001000100010
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Che Guevara to Fidel Castro

A6 E8 [39 M/70 Q71 UDbB2 Y1
B3 F30 J31 N/6 R38 V50 Z59
C32 G336 K78 09 S2 W56
D4 H34 L72 P79 TO X554

* [loapeneHun B 5-undopeHn brnok4yeta
CboOLueHue: ropHUAT pen B rpynarta ot 3 peaa

o lllndporpama: cbobLleHMETO U KNtoYa ca cbbpaHu
(6e3 1 Haym) 3a ga nonyvyum gonHaTta NUHUS

o [lekoaunpaHe: wndporpamarta ,-° Krro4a
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Hepa3bunBaeMocCT (CriydaeH Krtou)

(C. Shannon, 1949, 3 1)
Teopema (Bepcus J1IN)

3a BCAKO (NpexBaHaTo) KogmpaHo CbobLeHne

C=MEEBK € Z’ZV 1 3a BCAKO OTHanpen
3afageHo gekoampaHo cbodLleHmne D' €

Z’ZV cbliecTByBa ko4 K' € Z’ZV TaKbB, Ye
CHK =D,

[loka3aTencTBoO:

K'=C®dD €Zz)

JdonbnHeHue: eanHcTBeHocT! (Shannon)



Claude E. Shannon (1916 — 2001)

 AMepUKaHCKM MaTteMaTunk

e EneKkTpuyeckn nHxeHep

 KoMnioTbpeH uscnegoBarern

o Kpuntorpad

 l3BecTeH KkaTo ,bawarta Ha
MHdopMaLIMOHHAaTa Teopus

Cymarta Ha egHO CcbOoDbLEeHMNE CbC CriyvyanHa
BeliM4YMHa e OTHOBO Cry4vyanHa BennynHa, T.e.
B CyMaTa He ce CbAbpXXa HUKakBa MHdopmauung
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Hepa3buBaem: ycnoBus

KntoubT TpssbBa Oa e noHe Tonkosa AbJibr
KOJIKOTO CbOOLLEHUNETO;

KnoubT TpsAbBa Aa € HanbIIHO crlyvaeH
(paBHOMEPHO pasnpenerieH B MHOXeCTBOTO Ha
BCUYKU KINOYOBE N HE3ABUCUM OT CbOOLLIEHNETO
-Truly random);

KntoubT He TpsibBa aa 6bae nanonsBaH OTHOBO
— HUTO U3USANO HUTO YaCTUYHO;

KntoubT TpssbBa aa 6bae naseH TanHo OT
KOMYHUKUPALLUNTE CTPaHMN.
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One-time pad wudpwun

N3Boau:

 CbOOLLUEHMETO € TONKOBA CUINYPHO KOJSIKOTO
CUTYPEH € KIMYbT (CryyaeH)

* AKO MMa NOBTOPEHUA B KIoYa OT
CbODOLLEHNETO MOXE [a ce U3BIeYe BApHa
MHOpMaLNnA
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CRACKING (THE

MaTtepuanu B3etn ot Wikipedia n Viasat History Channel
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CtanunH n atTomHaTta oomoOa

> ’Igpeghroemepu c:bfosH%uume chaxaam
4 Kp’é*ﬁ'f’ame emaniHa KOHCbﬂU#ma
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VENONA project (1943-1980)

Haun-BaXkHUAT pa3y3HaBaTeneH
(kpuntorpadckn) npoekTt B uctopusita Ha CALL

[ekpuntupaHe Ha cbobOLLEeHUs npeaageHn ot
pa3y3HaBaTenHute cnyxou Ha CCCP, kaTo
HKBLA, KI'b n I'PY B CALL

 HewunssecteH 3a Franklin Roosevelt and Harry
Truman;

e 3000 cbobLIEHNA NpeBEAEHN OT PYCKM Ha
AHITINNCKU;
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VENONA: pa3cekpeteH 1995

SYMBOL

BLUE

NITE
NL
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VENONA: BnevyaTnaBaly npoous

[TbpBu npobus: bepnunH 1945: CCCP Code Book
Meredith Gardner: Bb3cTaHOBsIBa paboTeLlo Konme

bykBuTe ca 4ymucna, yHukaneH Homep, Mop3oB koA,
IBM ¢ nepdokapTti, NbpBOTO YMCIO NOoKa3sBa HoMepa
Ha OTP (copT.-NoOBTOpPEHUSATA NOKa3BaT aybnupaxHe)

Pa3kputu ca kogoute nmeHa Ha 200 areHTn Ha
CCCP (35 000 one-time pads nanonasaHn ot CCCP
noseye oT 1 nwuT); Julius & Ethel Rosenberg

UoBellKa rpeluka, ataka ¢ rpyda cuna; npes 1945
CCCP npekpatsaBa gyonmpaHeto: VENONA Ha TbMHO
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Klaus Fuchs: TeuybT oT ,Manhattan®

* VENONA: CHARLES and REST

CtanuvH nonyyaBa Ccbo0OLWEHNS
no npoekta MaHxatbH OT 1942

Kbm 1945 CCCP pasnonara ¢
BCuUYKata nHgpopmauma ga
cb3gage cobcTBeHa

atomMHa bomba

[Tlpn3HaBa 1 nexun B 3aTBOpP
9 rogunHu

VENONA: TeubT Ha nHgopmaums no lNpoekta MaHxaTtbH € cnpsH.
ToBa He no3Bonsisa Ha CCCP pga lNocTtpon BogopoaHa 6omba lNpeau CALL

Project: BG National QCI Plan — 101091399



Cambridge Five: Han-onacHuUAT
lWwnmoHcku npbucteH B CALL

 bputaHcka rpyna 3a wnuoHax B CALL Bbpxy
npoekta Manhattan

e [1pe3 1944 r. Ybpunn nanpatlla cekpeTHa
Ternerpama AUPEKTHO A0 npe3naeHTa Ha
CALl

e [1pe3 1946 eknnbT Ha VENONA oTKpuBa, 4e
Tenerpamara e nanpareHa Ha CrtanuH oT
aHrMUUCKO roBop4Ll, aunnomar:. Homer
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VENONA: Homer

British Foreign Office nsnpauwa ssB Washington
ovnn. Kim Philby na nomara 3a pascrneaBaHeTo

VENONA paskpua, 4e Homer e Donald Maclean
- 1 cekpetap B UK noconcteoto BbB \Washington

3a nepuopa 1944-1945 e npepan Ha CtanuH 12
top-secret cbobLieHUA cBbP3aHm ¢ H-bomb

Philby npeagynpexgasa Maclean, 4ye e paskpuT u
Ton 6ara B MockBa c owle euH areHT oT
Cambridge; Philby e nsroHeH ot BFO
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Pa3kpuT: KogoBO nMme Homer




Homer, Kim Philby and Guy Burgess
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Bnarogapuuatr CCCP

P00000O0POPODOPOPOIIOPOO
COBETCKMW PA3SBEOYUK

k. e o
KM ®OUNBU
19121988

) TTOYTA CCCP 1990
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Quantum Key Distribution (QKD)

o lLndpsup Ha Vernam: (Hepa3dbmBaem) ocHOBa

« KBaHTOB reHepatop Ha crny4vyauHu Yyucna:
M3TOYHUK + beam-splitter + geTekTopu

 [lpoTOoKON 3a cnogensHe Ha CeKpeTeH
KIou:
dooTOHM NO KBAHTOB KaHan (oONTUYHO BI1AKHO)

« KBaHTOBM cTeneHn Ha cBobopa:
nondapusauna Ha OTOHUTE

« 3abpaHa 3a konupaHe: no-cloning theorem
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KBaHTOBO cnoaensiHe Ha KoM

e Cny4YaeH Knru: cnogerieH no KBaHTOB KaHan

 Be3ycnoBHa NpMHUMNHA CUTYPHOCT:
OCHOBaHa Ha 3aKOHUTE Ha KBaHTOBaTa Pu3nka
(no-cloning theorem ), a He Ha HegoOKa3HU
npeanonoXxeHuda 3a computational complexity

e 3annaxa 3a CUrypHocCTTa:
CaMO B TEXHNYECKOTO U3MNbJIHEHUE (KOHTpaMepPKM)
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CELLS QUANTUM CHANNEL RECEIVER'S
PINHOLE APERTURE glfl.l:gg POLARIZER POCKELS CELL

QUANTUM SYSTEM can distribute information in perfect se-
crecy. The transmitter produces faint flashes of green light
from a light-emitting diode. The pinhole, lens and filter create
a collimated beam of dim flashes. The light is then polarized
horizontally. Two Pockels cells change the polarization to 0,

1. LED produces faint flashes of green light.

2. Pinhole, lens, and filter turn dim flashes into a collimated
beam.
3. Light beam is polarized horizontally.

Pockels cells randomly select an orientation of 45,90, 135 or

45, 90 or 135 degrees. The polarized light flashes are released
from the transmitter and eventually reach the receiver. There
another Pockels cell shifts the polarization by either 45 de-
grees or not at all. The action of this Pockels cell allows the re-
ceiver to choose between measuring rectilinear or diagonal

/8D
{

S f

f
180 degrees. / ,
5. Polarized light leaves the transmitter and enters the fiber e PHOTO.
optic. WOLLASTON MULTIPLIERS
PRISM
6. The polarized photons enter the reciever where another

pockels cell randomly chooses to measure rectilinear or

diagonal polarization

7. The Prism directs the photons to respective photo-multipliers

depending on their polarization

polarization. In the rectilinear case, a
horizontally polarized photon will be di-
rected toward the right photomultiplier;
a vertically polarized photon will be di-
rected toward the left photomultiplier.
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3akKknwyeHue

KBaHTOBa Kpuntorpadusa: peLlleHne Ha 3annaxure
KbM KIlacn4yeckuTe MeToam 3a KpuntmpaHe

[Mpobnem ¢ pasnpocTpaHEeHNEeTo Ha KniovoBe

OyakBaHUAT NpoBar Ha CUCTEMUTE C
public/private kno4yoBe

[TpnHUMN Ha HeonpeaeneHocT Ha Heisenberg,
mutually unbiased bases

Einstein-Podolsky-Rosen aBonkn cnneteHu
d0OTOHMU

Post-Quantum Cryptography
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