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» KaKBO e Knacuyecka Kpunrtorpadusa
» KaKkBO € KBaHTOBa KOMYHUKaL S

» 33110 € HY’>KHa KBAHTOBATA KOMYHUKaL WA

» KaKkBO € KBAHTOBO Pa3npocTpaHeHMe Ha Kno4yoBe
» KakBo npeactasnsasa EuroQCI

» KakbB e HaymoHanHuat QCI nnaH Ha benrapus




Knacuyecka kpuntorpadgpus

» llindbvp Ha VERNAM (Hepa3dbuBaem):
one-time pad - cumeTpuyHa Kpuntorpadpus —
eOWH U CbLLUM KN4 3a KpUnTupaHe n gekpuntupade (CnyyaeH)

» Advanced Encryption Standard (AES-256): cuMeTpuUYeH Krwou,
MPaH Mo CIrIoXeH OETEPMUHUCTUYEH arropuTbM

» Public Key Cryptography: aBonka nybrnnyeH n CEKPETEH KITtOY
no3HaBankn cekpetHna CAMO TU moxew ga gewmndpupall cbobLieHne
KPUNTUPAHO C NYONUYHUA KMo

» CUrypHOCT: CITOXKHM MateMaTu4eckn 3agadm oTHEMALLN BPEME



KBaHTOBA KOMYHUKaUlUA

» Knacuyecku wndpbup Ha VERNAM (one-time pad)

» AnroputbM (MPOTOKOJT): 3a pa3npocTpaHeHNE Ha Krto4a, 13n.
KBaHTOBUTE CBOMCTBA HA (POTOHUTE-Monsapusaumng

» Onfu4HM BrakHa, free-space, caTenuTtu Ha HUCKa 3eMHa opbuTa

CurypHocT: 100% cToxacTuU4yeH Kntod (KBAHTOB reHepaTop Ha criydanHu
yucna), 3abpaHa 3a KonmpaHe KBaHTOBOTO CbCTOSHME HAa eAUHUYHN
doOTOHM, BCAKO noAcnyLBaHe (YacTUYHO UMK MBbIHO) NoBpeXada Knya;
Alice n Bob 3abenassaTt HamecaTa; CbOTHOLLEHUA HAa HEONPEOENEHOCT Ha
XanseHobepr, CcrnrieTeHn KBAHTOBU CbCTOSIHUSA HA ABOWKN (DOTOHU



QKD npoTokonu
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Broparta KBaHTOBa pesoalouus

QUANTUM
FLACSHIP

The future i1s
Quantum

Quantum @ E‘ o
1 T . ./;_\I oy o :\u ve
Hagship ; (

_ ) G =] e Alice \‘ Quantum | Channel / Bob
n a nutshell. 1 b€ 10+ yrs 5000+ _ _1 40 —c -f fc’—'

Fha t one billion oved RIA) prop e cunmitted in
@I Kz) Euro by the European rezponse of the first Quantum EnanIEd Pho‘on

Source




[1pe3 2019 Google nokasa kBaHTOBM
n3umncneHns B pamkmte Ha 200 cek. , KOUTO
buxa OTHENM Ha KNaCU4YeCKm
cynepkommnotbp 10 000 r.

KOMMIOTBP AEMOHCTPUPA NPEBb3XOACTBO
7/10™ nbTM CNpAMO KaacuueckuTe

aintum Communications
ntructure

3awo ce usrpaxaa QCI'?

3annaxara OT KBAHTOBUTE KOMMNIOTPU € peanHa !

QUANTUM FHYSICS

Google claimed quantum
supremacy in 2019 — and
sparked controversy

Competitors questioned whether the milestone had truly been achieve

Source: ScienceNews.org
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[lpe3 M. aekemspu 2022 1. KUTANCKK U3Cef0BaTeNN
TBBPAAT, YE Ca HAMEPWUIM HauMH Aa pa3buat 48-6utos RSA
KJFOY M3MOI3BankM KBAHTOB KOMMKOTHP ¢ 10 KybuTa.

TBbPAAT, Ye Ca HyXHM 372 KybuTa 3a Aa pa3buar 2048-6utos
RSA (npez'2025?)

Lecop
ntum Communications
tructure

3awo ce usrpaxaa QCI'?

3annaxara OT KBaHTOBUTE KOMNIOTPU € peanHa !

Quantum technologies | + Addte myFT

Chinese researchers claim to find way to break
encryption using quantum computers

Experts assess whether method outlined in scientific paper could be a sooner-than-
expected turning point in the technology

A silicon wafer of quantum computer chips made by Hitachi € Yoshio Tsunoda/AFLO

Richard Waters JANUARY 5 2023 D 143 E

Source: arxiv.org, ft.com



Nature (2023) vol. 624(7991), p. 238
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NEWS | 04 December 2023

IBM releases first-ever 1,000-
qubit quantum chip

The company announces its latest huge chip — but will now focus on developing Subjects

B Access through your institution

Buy or subscribe ‘

smaller chips with a fresh approach to ‘error correction’. Mathematics and computing  Quantum physics

By Davide Castelvecchi
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IBM has unveiled the first quantum computer with more than 1,000 qubits — the S'gn up to Nature Brleﬁng




QKD ckentuum:

.He e au TBbpae paHo?”
HNDL attack

Harvest Now, Decrypt Later (HNDL) attack

HanomHsaHe: npoekt VENONA B CALL cbbupa npes nepunoaa
1943-1945 cTtoTnum xunaau wudporpamm (one-time pad) ot
CCP po CALL Ho r1 pewndpupa eaa cnen 1946 r., korato
edye nputexasaTt kogosa kHura Ha CCCP (35 000 gy6bnupaHu)




KBaHTOBa KOMYHUKaAULMA
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KakBo e kBaHTOBa KOMYHUKaUUA?

U
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KakBo e EuroQCI

= M. toHK 2019 (7 MS): eknapaumns 3a
BHegpsBaHe Ha European Quantum-
secure Communication Infrastructure

» V. peBpyapu 2020: brnrapua nognucea
[eknapauuaTa

021: Beuyku 27 Obpxkasm HUneHkn Ha
EC Beue ca nognucanu eknapauuaTta u
ca Yyact EuroQCI




EuroQCI Action Plan: nbpBa ¢a3a

2023-2025 Hay4HO-n3cnepoBaTericka dgasa: preparatory/first deployment
phase

®» PasButue 1 BHeapsaBaHe Ha EBponencku TexHonornm 3a QKD;

» [|bpBOHa4YanHoO BHeApPsABAHE HA eKCnepuMeEHTaNHU KBAHTOBU MPEXN
KOMOUHMpPankmu Han-gobpuTte Krnacuyeckn n KBAHTOBU TEXHOMOTMN B PaMKUTE Ha
anHute nnaHose 3a QCI,

®» Pa3BUTHE HA MbPBUTE TECTOBU TPAHCIPaHMYHN KBAHTOBU HA3eMHU MPEXMU
bp3Baln cbcegHn HaumoHanHm QCI mpexun ypes “trusted nodes”;

Pa3Butre Ha NbpBUTE TECTOBM ONTUYHU HA3EMHU CTaHUMKM 3a BPb3Ka MexXay
KOCMUYecKkna 1 HaseMmHUa cermeHT Ha QCI,;

3rpaxgaHe Ha naH-eBponencka MHPpacTpyKkTypa 3a TecTBaHe U BanmanpaHe
3a ocurypsasaHe Ha gosepue B EuroQCl,



Kapta Ha naHeBponeuckata mpexa EuroQCIl npu ycnewHa

peanusauus Ha NbLpBUA eTan ot NMnaHa 3a .qeﬁCTBMe Ha EuroQCI

no Kpasa Ha 2025 .

@ EU institutional seats
@ EU capitals

@ Further* EU agencies’ sites
© Additional TESTA sites




HaunoHaneH nnaH 3a QCI

NMoTeHunanHu cepun Ha npunoxeHue Ha QCl B bbwnrapus:

® [ eKTpOHHO ynpaBreHue
» MexayHapogHa n BbTpeLlHa CUTYPHOCT
ikoHoMuKka n PnHaHcK, PernoHanHo pasButue

» E nekTpopasnpeneneHne, KOMyHMKaUmMmM U TpaHCcnopT
= MeauunHa n 3apaBeona3BaHe

®» CoumnanHa nonnutuka

®» BICOKOTEXHOMNOINMYHa NMHAYCTPUA 1 ap.



[MlapTHLOpPU B bbnrapckusa KOHCOPLUUYM

BG National QCI Plan: TeAekom onepaTtopm U KOMMNAHUM CBbP3AHM C TIX

— @ ceneror  BOA€LL, NApTHbop: CoC QUASAR
] COMPETENCE

| | j QUASAR UHCTUTYT no po6oTuka - bAH
wr - ae—§ ‘ ¢ Enterprise Communications Group
‘  — T Cmmuncasons group
o T Electron”

J Progress Electron Progress

[ il | . Kopexm

Site 4 Koncynmunz E
J { Ipyn Correct Consulting Group

MuHMCTEepPCTBO HAO OTOPAHATA, MBP,
MuHmncTepcTBo HA TpaHcnopTa, AAHC,
Codommcka obLumHa, banka ACK

b6aHkaack




SOFIA METROPOLITAN NETWORK

L GOnVLIATESSS
5 ‘,ELCK {BeHKoBCKil!

K PASCABHNKAT KO

Optical fibers almost prepared - running fibers
into the ministries’ buildings still in progress .
High level design prepared

Laboratory tests with rented equipment
performed

YERHEROREE
o By

Access procedures in progress
Discussions with the ministry
representatives about technical details —
what and how could be protected in
their networks with this technology




LONG-DISTANCE PART OF THE PROJECT SOFIA-KULATA (BG-GR

M

s Camokog

ABILMLLE

Prepared the optical sections for
the long-distance part

Site surveys made

Prepared the colocations
(trusted nodes)

Carried out tenders for the
equipment

Contracts signed

Provided optical fiber
characteristics to the QKD
equipment provider
Contracts for the equipment
sighed

Equipment produced

High level design elaborated
Equipment delivered

Low level design is in progress
Laboratory tests of the
equipment forthcoming
Planning site installations



biarogaps 3a
BHUMAHHUETO!




	ВЪВЕДЕНИЕ В КВАНТОВАТА КОМУНИКАЦИЯ
	СЪДЪРЖАНИЕ
	Класическа криптография�
	Квантова комуникация�
	QKD протоколи
	Втората Квантова революция
	Защо се изгражда QCI1?
	Защо се изгражда QCI1?
	Nature (2023) vol. 624(7991), p. 238
	QKD скептици: �„Не е ли твърде рано?“ 
	Квантова комуникация
	Какво е квантова комуникация?
	Какво е EuroQCI
	EuroQCI Action Plan: първа фаза
	Карта на паневропейската мрежа EuroQCI при успешна реализация на първия етап от Плана за действие на EuroQCI до края на 2025 г.
	Национален план за QCI �
	Партньори в Българския консорциум 
	Slide Number 18
	Slide Number 19
	Slide Number 20

